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keeping control of
computer security

Think of a newsroom for a national daily
paper. It’s a busy place, noisy with the sound
of telephone interviews. There are journalists
whose job it is to monitor breaking news
from various news agencies around the
world - lots of computer screens to scan,
with information being constantly updated.
And they have to keep an eye on it all, and
choose which stories to run with, and in
what order - and to enable the editor to
decide which will be the headline news

Computer network monitoring technicians presumably
know how this feels. In their operations room, there
might be four or five different consoles that need to be

checked, each with different information sources and
outputs. Someone has to keep an eye on all of them,
watching out for data that will indicate unusual events
or incidents where action is needed.

It's not surprising that there are numerous different
outputs to be monitored. Security products throughout
the enterprise play various roles in protecting the
network and its data, and come in a variety of guises.
Firewalls detect suspicious activity at the perimeter of the
network; anti-virus packages identify malicious code;
intrusion detection software scans packets on networks
and monitors suspect activities on application servers
and at the operating system level.
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The problem has been that all these systems

work individually, and do not communicate with each
other. The ideal solution is to have a system that
concentrates the information in as few places as
possible, and ensures that the information displayed
is meaningful — and not merely vast swathes of data,
in which it is hard to distinguish the critical from the
unimportant.

What is needed is integrated incident management
across the various security products in place
throughout the enterprise, not only to reduce risk

but also to control cost. This technology is becoming
known as SIEM (security incident event management).
Supporting it there needs to be an incident response
plan, which must be tested regularly.

Incident or event?

Each report issued by a security product is called a
security event, and many thousands of events occur
each day, even in medium-sized organisations.

An incident is a set of one or more security events

or conditions that requires action and closure if a
company'’s risk profile is to remain acceptable. Events
are isolated and disconnected; incidents are significant
threats that jeopardise business and require
intervention.

Previously, companies have tended to have event
management plans in place. Now that the distinction
between incidents and events is being made -
because it makes sense to differentiate between the
two — companies are beginning to adopt computer
security incident event management strategies.

Changing from an event management approach to
an incident management approach allows technicians
to understand:

P The number of systems affected — the scope of the
problem

P The degree to which each system is affected — the
impact on confidentiality, integrity and availability

P The importance of the incident, based on the
business value of the affected systems relative
to other systems — the business criticality

P The urgency of the required response relative
to other incidents — the priority

Using an incident management rather than event
management approach simplifies many of the complex
tasks of security management. Effective incident
management reduces the volume of data that requires
monitoring and also allows response activities to be
prioritised based on a unified view of the business
impact of each incident.

Crucial aspects of an SIEM

An effective incident management application can help
enterprises manage risk and maximise the value of its
security technologies. Most importantly, it should be
able to draw together the information from all the

sources available into a single system — a feat that
people sitting in front of a number of different consoles
cannot do instantaneously or effectively.

SIEMs come with varying degrees of sophistication,
but there are certain characteristics that an ideal one
should have.

Consolidation and capacity. Most organisations
purchase their security packages from a variety of
vendors, and this can provide challenges to event
management. So a SIEM must be able to manage
disparate inputs, and present the results in a unified
way. Moreover, SIEMs must be able to handle the
amount of data that they receive from these different
sources — data that can increase suddenly and
dramatically during an incident.

Identifying incidents. Before an incident can

be resolved, it has to be identified accurately.
Comprehensive SIEMs provide tools to help operators
identify important characteristics of an incident so that
appropriate actions can be undertaken.

Assigning priority. Individual incidents can vary
greatly in their severity and scope. The challenge is

to assign priorities, so that resources can be allocated
appropriately. An effective incident management system
can help here, and should assign priorities according to
the potential loss to the business. To do this, the SIEM
needs to know the value of systems and information
that might be affected. This value is not merely a
financial figure, but will depend on the confidentiality

of the information and availability of the systems.

Tracking incidents. Before incidents can be resolved,
they need to be identified completely and accurately.
A comprehensive SIEM will provide tools to help
operators identify important characteristics, which will
involve containment, eradication, recovery and follow-up.
Many organisations continue to suffer from the effects
of long-term attacks because they do not consistently
track incidents through these phases until the problem
is completely resolved.

Integration. A good SIEM should integrate with
applications such as network management system
frameworks and helpdesk systems.

The strategic incident event management system
essentially draws together all the incident information

to enable the network technicians assigned to
monitoring duties to make a decision as to how to
proceed. To complement the SIEM there should be

a framework for responding to incidents once the
information has been obtained. This will be a standard
operating procedure that will vary from one company
to another and be flexible enough to cope from one
incident to another.

If you are considering implementing SIEM in your
business, but are unsure of how to start, then why not
make use of Vistorm’s expertise in this area? SIEM
forms part of the Vigilance platform that Vistorm has
developed to support its Managed Services customers,
and has SIEM solutions available for its non-managed
customers as well.
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